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	Welcome to Digital Citizenship 101
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	Introduce yourself
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	Any TUSD student who is receiving and accessing an Office 365 through the district.  This training is mandatory and should be taken seriously.  There will have a quiz at the end of this training.  Students are required to get an 80% or higher to receive their O365 account.
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	Here is what will be covered in the training
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	What is digital citizenship...
Watch and discuss
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	Being online and using O365 provides great opportunities to connect with people everywhere, allows you to work on projects in teams, and gives you 24/7 access to your apps and files from any device anywhere.

But the downside is it opens you up to predators.
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	Let’s define “predators”.  
How do you know that the person you’re chatting with is really who they say they are? 
Gamers, be careful.  Gamers come in all shapes and sizes.  With the ability to chat/play online around the world, you need to be cautious.
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	Seeing things you don’t want to see or shouldn’t see is one of those risks.  
Inappropriate content includes:
· Adult activities.
· Violence.
· Hate speech.
· Risky or illegal things like dangerous stunts or drinking games.
 
It may seem cool to look up this type of content, but is not appropriate or professional for the classroom setting.
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	Inappropriate information that you shouldn’t share online includes:
· Embarrassing things about you or other people.
· Revealing pictures.
· Pranks.
· Illegal behavior (drugs, alcohol, etc.).
· Hate speech.
 
Posting these things online means you may:
· Get a bad reputation.
· Be punished at home, at school or even by the law.
· Hurt your chances of getting into college or getting a job in the future.
· And could lead to loss of privileges and or disciplinary action. 
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	First and foremost, any inappropriate behavior should be reported immediately to an adult (teacher/ administrator)

Take a screenshot if you can and if it will help with any investigation

Minimize the screen if you need to show an adult.  Close or delete it if you do not.  Example: Close a window if an inappropriate ad pops up (Example: CoolMath ads)
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	· Don’t share personal information - Remember, that includes your address, phone numbers, usernames, passwords and schedule.  DO NOT share your phone password or your TUSD username/password!  Today you’re BFFs.  Tomorrow you are mortal enemies because you like the same boy.

· Use privacy settings and check them often - That means setting your page to private and limiting who can see your posts and pictures.
· Choose appropriate screennames - You don’t want to give the wrong impression, so pick something that’s not embarrassing or offensive.
· Only accept friends you know in real life - That goes for “friends of friends,” too. If you don’t know them, don’t add them!

· Don’t make jokes that are threats - They can be taken out of context and you can get in serious trouble. Example: you don’t joke about guns.
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	Bulllying is defined as repeated, intentional unwanted aggression.  It can be physical.  I can be verbal.  It can face-to-face.  It can be online.  

TUSD can intervene with a situation on social media (private accounts) if it affects the victims ability to feel safe in the educational environment.
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	Students need to understand that their actions, even those taken online and behind multiple computer screens, can and do have enormous consequences.
The emotional results of behaving disrespectfully online are arguably the most important thing to stress here, but there can be professional and legal consequences for bad online behavior as well. If you say hurtful things on social media that future potential employers (or friends, for that matter) can see, it will have long-term effects on what people think about you and may impact the opportunities you have.
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	This most important thing to remember is that once you post something online, you can’t take it back
And just because you’ve deleted something doesn’t mean it’s gone.

Again what you do online matters.  You could:
· Get a bad reputation.
· Be punished at home, at school or even by the law.
· Hurt your chances of getting into college or getting a job in the future.
· And could lead to loss of privileges and or disciplinary action. 
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	Show video
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	Be respectful online means keeping your dignity, being professional, and being a decent human being.  We want that for everyone.

Once you post it online, it can’t be undone.  Deleting does not mean it’s truly gone.  
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	Read and discuss
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	Read and discuss

Ask the following statements:  Which ring?
I am respectful and kind when communicating online. (Community)
I never reveal my family’s home address. (Family and Friends)
I never participate in online bullying. (Family and Friends)
I visit sites that are safe. (Self)
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	Have kids read and make posters for the classroom
Refer to specific violations in Student Handbook (JULIE!!!)  :-) 
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Who Should Be Here?









Any TUSD student who is receiving and accessing an Office 365 through the district.  This training is mandatory and should be taken seriously.  There will have a quiz at the end of this training.  Students are required to get an 80% or higher to receive their O365 account.
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Agenda

•

Online Safety

•

Digital Footprints

•

Respect Online

•

Information Literacy

•

Legal Consequences

•

High Standards

•

Getting Help

•

Common Sense

Source: http://www.edudemic.com/teachers-guide-digital-citizenship/ Source: http://www.edudemic.com/7-tips-successful-online-student/
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Source: http://www.edudemic.com/teachers-guide-digital-citizenship/

Source: http://www.edudemic.com/7-tips-successful-online-student/







Here is what will be covered in the training
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What is Digital Citizenship?

Let's watch this video

Source: https://www.commonsensemedia.org/videos/what-is-digital-citizenship
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What is Digital Citizenship?

Let's watch this video

Source: https://www.commonsensemedia.org/videos/what-is-digital-citizenship







What is digital citizenship...

Watch and discuss
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Online Safety

Being online = amazing connections

Being online = great collaboration

Being online = 24/7 access

Being online = predators
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Being online = 24/7 access

Being online = predators











Being online and using O365 provides great opportunities to connect with people everywhere, allows you to work on projects in teams, and gives you 24/7 access to your apps and files from any device anywhere.



But the downside is it opens you up to predators.
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Online Safety: Predators

Online Predators are defined as individuals 

who participate or 

engage

in predatory, 

exploitative

behavior through an 

online

presence. In many cases, Online Predators 

utilize 

computational networking systems 

in the form of the 

Internet

to take advantage 

of or prey upon their victims.

Source: https://cyber.laws.com/computer-crime/online-predators
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Online Safety: Predators

Online Predators are defined as individuals who participate or engage in predatory, exploitative behavior through an online presence. In many cases, Online Predators utilize computational networking systems in the form of the Internet to take advantage of or prey upon their victims. 

Source: https://cyber.laws.com/computer-crime/online-predators







Let’s define “predators”.  

How do you know that the person you’re chatting with is really who they say they are? 

Gamers, be careful.  Gamers come in all shapes and sizes.  With the ability to chat/play online around the world, you need to be cautious.
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Online Safety: Inappropriate Content

 Adult Activities

 Violence

 Hate Speech

 Risky or illegal behaviors

Source: https://www.netsmartz.org/Home
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Source: https://www.netsmartz.org/Home







Seeing things you don’t want to see or shouldn’t see is one of those risks.  

Inappropriate content includes:

Adult activities.

Violence.

Hate speech.

Risky or illegal things like dangerous stunts or drinking games.

 

It may seem cool to look up this type of content, but is not appropriate or professional for the classroom setting.
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Online Safety: Inappropriate Information

 Embarrassing things about you or other people

 Revealing pictures

 Pranks

 Illegal behavior

 Hate Speech

Source: https://www.netsmartz.org/Home


Microsoft_PowerPoint_Slide8.sldx
Online Safety: Inappropriate Information

Embarrassing things about you or other people

Revealing pictures

Pranks

Illegal behavior

Hate Speech

Source: https://www.netsmartz.org/Home







Inappropriate information that you shouldn’t share online includes:

Embarrassing things about you or other people.

Revealing pictures.

Pranks.

Illegal behavior (drugs, alcohol, etc.).

Hate speech.

 

Posting these things online means you may:

Get a bad reputation.

Be punished at home, at school or even by the law.

Hurt your chances of getting into college or getting a job in the future.

And could lead to loss of privileges and or disciplinary action. 
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Online Safety: What to Do

 Report it to an adult immediately

 Take Screenshot, if instructed

 Minimize screen

 Close or delete

Source: https://www.netsmartz.org/Home
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Report it to an adult immediately

Take Screenshot, if instructed

Minimize screen

Close or delete

Source: https://www.netsmartz.org/Home







First and foremost, any inappropriate behavior should be reported immediately to an adult (teacher/ administrator)



Take a screenshot if you can and if it will help with any investigation



Minimize the screen if you need to show an adult.  Close or delete it if you do not.  Example: Close a window if an inappropriate ad pops up (Example: CoolMath ads)
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Online Safety: Best Practices

 Don’t share usernames and passwords

 Don’t share personal information

 Use privacy settings and check them often

 Choose appropriate screennames

 Only accept friend request from and 

communicate with people you know in real life

 Don’t make jokes that are threats

Source: https://www.netsmartz.org/Home
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Online Safety: Best Practices

Don’t share usernames and passwords

Don’t share personal information

Use privacy settings and check them often

Choose appropriate screennames

Only accept friend request from and communicate with people you know in real life

Don’t make jokes that are threats

Source: https://www.netsmartz.org/Home







Don’t share personal information - Remember, that includes your address, phone numbers, usernames, passwords and schedule.  DO NOT share your phone password or your TUSD username/password!  Today you’re BFFs.  Tomorrow you are mortal enemies because you like the same boy.



Use privacy settings and check them often - That means setting your page to private and limiting who can see your posts and pictures.

Choose appropriate screennames - You don’t want to give the wrong impression, so pick something that’s not embarrassing or offensive.

Only accept friends you know in real life - That goes for “friends of friends,” too. If you don’t know them, don’t add them!



Don’t make jokes that are threats - They can be taken out of context and you can get in serious trouble. Example: you don’t joke about guns.
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Respect Online: Cyberbullying

Source: http://bit.ly/2JIDsPX
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Respect Online: Cyberbullying

Source: http://bit.ly/2JIDsPX









Bulllying is defined as repeated, intentional unwanted aggression.  It can be physical.  I can be verbal.  It can face-to-face.  It can be online.  



TUSD can intervene with a situation on social media (private accounts) if it affects the victims ability to feel safe in the educational environment.
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the use of electronic communication to bully a person, typically by sending messages of an
intimidating o threatening nature.
“children may be reluctant to admit to being the victims of cyberbullying™
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Respect Online: Cyberbullying

If you see it happening:

 Show support

 Refuse to join in

 Report it to an adult

If you don’t like someone:

 Ignore them when 

you can

 Be professional and 

courteous 

Source: https://www.netsmartz.org/Home
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If you see it happening:

Show support

Refuse to join in

Report it to an adult

If you don’t like someone:

Ignore them when you can

Be professional and courteous 

Source: https://www.netsmartz.org/Home
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Respect Online

Source: http://bit.ly/2LM1TfX
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Respect Online



Source: http://bit.ly/2LM1TfX









Students need to understand that their actions, even those taken online and behind multiple computer screens, can and do have enormous consequences.

The emotional results of behaving disrespectfully online are arguably the most important thing to stress here, but there can be professional and legal consequences for bad online behavior as well. If you say hurtful things on social media that future potential employers (or friends, for that matter) can see, it will have long-term effects on what people think about you and may impact the opportunities you have.
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re-spect
/ra'spekt/ €

1. a feeling of deep admiration for someone o something elicited by their abilties, qualities, or
achievements.
“the director had a lot of respect for Douglas as an actor”
synonyms: esteem, regard, high opinion, admiration, reverence, deference, honor
“the respect due to a great artist”

2. aparticular aspect, point, or detail.
“the government's record in this respect is a mixed one”
synonyms: aspect, regard, facet, feature, way, sense, particular, point, detail
“the report was accurate in every respect”

1. admire (someane or something) deeply, as a result of their abilities, qualities, or achievements.
“she was respected by everyone she worked with”
‘synonyms: esteem, admire, think highly of, have a high opinion of, hold in high regard, hold in
(high) esteem, look up to, revere, reverence, honor
"she i highly respected in the book industry”
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Digital Footprint

Source: http://www.dictionary.com/browse/digital-footprint
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Digital Footprint



Source: http://www.dictionary.com/browse/digital-footprint









This most important thing to remember is that once you post something online, you can’t take it back

And just because you’ve deleted something doesn’t mean it’s gone.



Again what you do online matters.  You could:

Get a bad reputation.

Be punished at home, at school or even by the law.

Hurt your chances of getting into college or getting a job in the future.

And could lead to loss of privileges and or disciplinary action. 
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digital footprint

Word Origin

See more synonyms on Thesaurus.com

noun

1.

one's unique set of digital activities, actions, and communications that leave a data trace on the Internet
or on a computer or other digital device and can identify the particular user or device:

Our online browsing habits are part of our passive digital footprint, created without our consent or
knowledge, but our active digital footprint, especially on social media, can more easily be managed.

: Compare footprint(def 4).

one’s overall impact, impression, or effect as manifested on the Internet; online presence or visibility, as
of a person or company:

a celebrity with a large digital footprint;

ways to expand your brand’s digital footprint.

: Compare footprint(def 11).
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Digital Footprint

Source: http://www.dictionary.com/browse/digital-footprint

Oversharing: Think Before You Post Online
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Source: http://www.dictionary.com/browse/digital-footprint

Oversharing: Think Before You Post Online







Show video



16



image1.png







image2.png

IJ Office 365






image3.png

TUSD













image17.emf
Digital Footprint

Respect yourself.  Respect Others

Source: https://www.netsmartz.org/Home

Once you post it, you can’t un-post it
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Respect yourself.  Respect Others

Source: https://www.netsmartz.org/Home

Once you post it, you can’t un-post it











Be respectful online means keeping your dignity, being professional, and being a decent human being.  We want that for everyone.



Once you post it online, it can’t be undone.  Deleting does not mean it’s truly gone.  
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Rings of Responsibility

Source: https://tusd.learning.powerschool.com/tusdconnect/digitalcitizenship/cms_page/view/15241329

Responsibility

: An obligation or duty you have to 

yourself or others

Community

: A group of people with common

background or shared interests

Digital Citizen

: A member of a worldwide 

community linked by the Internet
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Source: https://tusd.learning.powerschool.com/tusdconnect/digitalcitizenship/cms_page/view/15241329

Responsibility: An obligation or duty you have to yourself or others

Community: A group of people with common background or shared interests

Digital Citizen: A member of a worldwide community linked by the Internet







Read and discuss
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Rings of Responsibility

Source: https://tusd.learning.powerschool.com/tusdconnect/digitalcitizenship/cms_page/view/15241329

Self: staying safe and keeping healthy

Family and Friends: helping with chores, 

listening to them when they have a 

problem

Community: following rules at school, 

playing safely on the Internet
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Rings of Responsibility

Source: https://tusd.learning.powerschool.com/tusdconnect/digitalcitizenship/cms_page/view/15241329

Self: staying safe and keeping healthy

Family and Friends: helping with chores, listening to them when they have a problem

Community: following rules at school, playing safely on the Internet









Read and discuss



Ask the following statements:  Which ring?

I am respectful and kind when communicating online. (Community)

I never reveal my family’s home address. (Family and Friends)

I never participate in online bullying. (Family and Friends)

I visit sites that are safe. (Self)
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Digital Citizenship Pledge

Source: https://www.commonsense.org/education/system/files/uploads/classroom-curriculum/3-5-unit2-digitalcitizenshippledge.pdf?x=1

Communicate responsibly and kindly with 

one another.

Protect our own and others’ private 

information online

Stand up to cyberbullying

Respect each other’s ideas and opinions

Give proper credit when we use others' work
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Digital Citizenship Pledge

Source: https://www.commonsense.org/education/system/files/uploads/classroom-curriculum/3-5-unit2-digitalcitizenshippledge.pdf?x=1

Communicate responsibly and kindly with one another.

Protect our own and others’ private information online

Stand up to cyberbullying

Respect each other’s ideas and opinions

Give proper credit when we use others' work







Have kids read and make posters for the classroom

Refer to specific violations in Student Handbook (JULIE!!!)  :-) 
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Welcome to Digital Citizenship 101
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Your Facilitator(s)

Insert your image(s) and bio(s)
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Your Facilitator(s)

Insert your image(s) and bio(s)







Introduce yourself
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Who Should Be Here?


